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Introduction

Note: It is very important that you use timely information that is pertinent to the release of the system components you are implementing.

Update this deliverable to correspond to the particular release of all aspects of the applications environment (Database Tier, Application Tier, and Client Tier).  

The procedures included are provided as examples only and are very much subject to being unaligned with the current releases you are running.

Purpose

The purpose of the System Management Procedures document is to describe the new procedures and tools that have been designed to assist <Company Short Name> Information Systems operations staff to manage the new systems environment.  This interim document is intended to be a design document for those procedures and tools and will be a major reference source for the creation of the system management guide.

Note: For mid to large size projects, this document will be an input to Publish System Management Guide (DO.090).  For a smaller project, this document may become the System Management Guide.

The sections in this document are as follows:

Note: The following section should be updated to reflect the organization structure that will support the network, servers, client devices and applications.

· Overview of the Server and Network Operations Center - Discusses the services offered by the Server and Network Operations Centers.

· Enterprise Management Standards and Policies - Discusses the standards and policies in existence for the system management area.

· Planned Maintenance Schedule - Gives a summary of all the planned maintenance that will affect the system, and whether this will result in a full or partial system outage.

· Tools Summary - Summarizes the tools selected to help manage the production systems.

· Database Tier - The procedures and tools needed for managing data and servers in the database tier of the new system.

· Applications Tier - The procedures and tools needed for managing servers  in the applications tier of the  new system.

· Client Device Tier - The procedures and tools needed for managing systems and applications at the client device tier of the  new system.

· Security and Accounts Management - The procedures and tools needed for managing the access to systems and for managing new user requests.

· Hardware and Networks Management - The procedures and tools needed for management of the hardware and network configuration in the new system.

· Software Management - The procedures and tools needed for management of all the software components of the new system.

· Capacity Planning and Performance Management - The procedures and tools needed for management of the new system performance, and the future planning of capacity.

Scope

This document covers the management of the following systems, applications and technical infrastructure:

This document does not include the management of the following systems:

Overview of the Network and Server Operations Center

Server Operations Center

Note: Update as required to reflect this particular project.

The Server Operations Center (SOC) provides the technical home for many of the computer systems used to support the administrative applications of <Company Short Name>.  These include financial systems, payroll, human resources, Information Access, Central Administration electronic mail, and others. Most of these systems reside on a large mainframe computer while the rest reside on a heterogeneous mix of servers. 

Under the <Project Name> project, many of these systems and application will be replaced by new, more robust core administrative systems.  The architecture for the new systems is described in the Platform and Network Architecture (TA.120) and Application and Database Server Architecture (TA.090) documents.
The SOC provides a comprehensive set of services including technology acquisition, systems management, operations, technical support and services.  The following provides a description of these services:

Operational Support

The SOC provides physical facilities for the location and operation of large computer systems and the majority of administrative processing servers.  Operational support includes enterprise-wide applications monitoring, backup and recovery, database monitoring, problem determination and resolution, trouble ticket generation, notification of problems via e-mail, problem escalation, and performance monitoring of computer resources.  These services are provided on a 7x24x52 basis (7 days a week, 24 hours a day, and 52 weeks a year) by a dedicated staff of systems operators.

Systems Administration-Servers

The SOC has a technical support staff providing support and maintenance of the operating systems associated with its servers.  Systems administration functions include capacity planning, security administration, hardware and software change management, and OS maintenance.

Database System Support

The SOC provides technical support for the RDBMS servers.  The staff installs, monitors, and tunes the RDBMS software and hardware, and provides related applications services, including web access to the databases and support of web servers. 

Disaster Recovery

The SOC plans and tests the recovery of primary administrative applications.  The plan is a technical recovery plan and does not address the recovery of business processes which use the administrative applications that would be recovered in the case of a technical or physical disaster at <Company Long Name>.

Backup Services

The SOC provides remote backup and recovery services for servers and client devices located throughout the organization.

Production Control

The SOC provides a complete production control and job scheduling service.  This service ensures that production cycles are completed in a timely and accurate fashion.  Production control provides the quality and scheduling required to ensure that financial controls are maintained throughout the business processes.

Network Operations Center

Note: Update as required to reflect this particular project.

The Network Operations Center (NOC) manages the organization’s network.  A series of committees, and network groups help determine the direction and scope of the network.  The two groups charged with managing the core network are Network Operations and Network Engineering and Planning. In facilitating the evolution of network, the NOC seeks to fulfill the requirements of the organization.  NOC responsibilities include:

· manage and maintain the organization’s Internet links

· maintain network monitoring systems

· maintain domain name service (DNS) for organization's domains.

· maintain e-mail alias and postmaster functions

The network services of the NOC consist of the following primary and ancillary services: 

Primary Services

The primary services supported by the NOC are:

· design of the network in conjunction with advisory groups

· network management, operations, monitoring, and network event reporting

· maintenance and configuration of the routers, bridges, and VPN equipment.

· maintenance and documentation of the fiber and other cabling physical plant

· design and monitoring of the Internet connections

· maintain the master DNS for the organization’s domains 

· maintain e-mail alias subsystem and mail hubs

· performance of postmaster functions

· maintain network monitoring systems

· security and event monitoring and management

Optional Services

Optionally, the NOC can provide the following services on request.

Note: If there is a an additional cost or cost transfer for these additional services, state it here.

· network engineering and design consulting

· network management consulting

· web server resources and support

· news server support

· broadband telecast support

The mission of the NOC is to provide efficient network and ancillary services for their customer base. NOC service offerings consist of three levels of service, Basic Services, Advanced Router Services, and Comprehensive services.

Level I‑Basic Services

The Level I-Basic Services provided by the NOC are:

Note: Identify the basis on which these services are provided.  Are they available at no direct costs to the users or departments?  Are the provided on a monthly cost allocation basis?  If so, how much per month?  And against what factor - number of users?

· basic router configuration and management reporting

· CPU and memory utilization

· configuration change reporting

· environmental reporting

· inventory reporting

· capacity reporting

· error reporting

· trending and analysis

Level-I Basic Services are provided to all departments and users.

Level II‑Advanced Router Services

The Level II-Advanced Services provided by the NOC are:

Note: Identify the basis on which these services are provided.  Are they available at no direct costs to the users or departments?  Are the provided on a monthly cost allocation basis?  If so, how much per month?  And against what factor - number of users?

· router configuration and management reporting

· CPU and memory utilization

· configuration change reporting

· environmental reporting

· inventory reporting

· capacity reporting

· error reporting

· trending and analysis

· configuration, installation and end-to-end troubleshooting 

· hot spares inventory - Interfaces, router chassis, and fiber will be provided on a "hot spare" basis for all managed and customer owned routers in level II

Level-II Advanced Services are provided to all departments and users on a cost recovery basis. Contact the NOC for further information.

Level III-Comprehensive Services 

The Level III-Comprehensive Services provided by the NOC are:

Note: Identify the basis on which these services are provided.  Are they available at no direct costs to the users or departments?  Are the provided on a monthly cost allocation basis?  If so, how much per month?  And against what factor - number of users?

· all level I and II services plus any hubs and switches located in the telephone closets of buildings 

· 7 x 24 Monitoring of customer network devices, routers, switches, hubs

· 7 x 24 on-site replacement of defective devices

· network equipment installation

· network equipment upgrades and configuration

· network equipment moves

· problem resolution and trouble shooting

· on-site support

· site visits as needed

· help desk support network support 

· remote diagnostics

· utilization and error reports via web access 

Level-III Comprehensive Services are provided to all departments and users on a per user basis.  Contact the NOC for further information.

Enterprise Management Standards and Policies

Enterprise Management Standard and Policies apply uniformly to most, if not all, systems managed by the SOC.  Variances may exist for a variety of reasons:  the SOC does not own all the machines that it manages, hence some standards and policies are determined by customer requirements; or the machine or application is not SNMP compliant (see below under Systems Requirements). 

System Requirements

In order to manage customer machines, the SOC requires that they be SNMP-compliant to allow enterprise-wide management services over ethernet.  Customer machines are monitored via intelligent clients on customer machines that communicate via SNMP with SOC enterprise management monitors.  A corollary to this is that managed machines must be network accessible to the enterprise management systems.  Disk storage as well as memory requirements for the machine will depend on the level of services desired but must be adequate to accommodate the necessary clients.

Systems, Application, and Database Monitoring

The SOC monitors machines on the enterprise by means of the HP OpenView ITO tool.  Managed machines must therefore by capable of supporting ITO clients. 

Problem Management and Escalation

The enterprise monitor (ITO) is integrated with problem management and will generate trouble tickets when unexpected conditions are trapped.  This will initiate problem escalation depending on severity of the failing components and the appropriate Service Level Agreement.  Problem escalation will comprise a range of actions‑from notifying responsible individuals via e-mail to operator initiated paging based on a contact list. 

Change Management

All changes to applications, operating systems, and technical infrastructure for production systems must be scheduled.  Changes must be logged as  trouble tickets. 

Disaster Recovery/Backups

Legato is used to back up file systems and databases on servers managed by the SOC.  On customer request, these backup tapes may be stored offsite. 

Planned Maintenance Schedule

This section summarizes the schedule for all the maintenance work on the new system.  Some of the planned maintenance actions may require a partial or full system outage.

	Systems Management Area
	System or Database
	Description
	Outage: None/Full/ Partial
	Frequency
	Outage/
Activity Day and Time
	Downtime

	
	
	
	
	
	
	

	Database management
	PROD
	Hot Backup - Schedule A
	None
	Nightly
	1AM US (Pacific)
	None

	Database Management
	PROD
	Cold Backup - Schedule A
	Full
	Weekly
	3AM US (Pacific)
	2 Hrs

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Tools Summary

This section summarizes the tools selected to help manage the production systems.

	System Management Area
	Function
	Tool Name
	Vendor
	Version
	Comments

	
	
	
	
	
	

	Accounts Management
	Administer Operating System accounts and privileges
	
	
	
	

	Backup Management
	Data backup and recovery
	
	
	
	

	Capacity Planning
	Monitor performance of all system components; Archive and report trends
	
	
	
	

	Database Server Management
	Monitoring
	
	
	
	

	Network Management
	Monitor, configure, and control network
	
	
	
	

	Network Management
	Event and Security Monitoring
	
	
	
	

	Output Management
	Manage report distribution, printing, and delivery throughout infrastructure
	
	
	
	

	Problem Management
	Trouble ticket generation. Notification, automatic actions, and escalation.
	
	
	
	

	Scheduling Management
	Job Management and control for all servers on network
	
	
	
	

	Security Management
	Single security access

Authorization and authentication
	
	
	
	

	Software Management
	Change Control
	
	
	
	

	Software Management
	Source Control
	
	
	
	

	Software Management
	Centralized software administration; automatic distribution, and installation
	
	
	
	

	System Management
	Single point management of all systems and components
	
	
	
	

	System Management
	Change Control
	
	
	
	


Database Tier

Note: Give an overview of database management considerations and issues.

Database Server:  Types of Backups

Hot Backup

The database availability requirement is the most restrictive recovery factor.  For databases that have a high availability requirement (7x24), database administrators have to use a hot backup methodology.  A hot backup (also known as an online backup) is taken while the database is open to users. A hot backup consists of backing up all the datafiles related to a specific tablespace, while the tablespace is held in an offline state.  The archived redo logs and the control files are also backed-up.  The database must be operating in ARCHIVELOG mode.

	

	Attention:  Hot backups will be performed during off-peak times as they increase the load on the database.


Oracle’s Enterprise Backup Utility and <Tape Management System> will be used for hot backups.

To perform a hot backup:
1. <Step>

2. <Step>

Cold Backup

Basic cold backups (also known as offline backups) performed at regular intervals provide reliable data protection.  Cold backups require shutting down the Oracle database in NORMAL mode and backing up all required database files, datafiles, the control file, archived redo log files (if they exist), and the parameter file.

An offline backup is similar to a complete system backup, except that it is taken for a subset of the files.  All third party software that may be modifying the Oracle files, should be shutdown first.  In most cases the database is brought down in the IMMEDIATE mode and then is restarted and brought down in the NORMAL mode.

Oracle’s Enterprise Backup Utility and <Tape Management System> will be used for cold backups.

To perform a cold backup:
1. <Step>

2. <Step>

Logical Backup

A logical backup of the database involves reading a set of the database records and writing them to file.  Oracle's Export Utility reads the database and writes the export dump file to a binary file. The export utility has a number of parameters that allow for the export of the full database, the objects of a specific user, or specific tables, whether or not indexes should be included or not, whether data should be included or not, and so on.

The dump file includes all the commands needed to re-create all the exported objects.

	

	Attention:  Oracle Applications only supports an export of the entire database. In this case, a logical backup is a long process, and the import from the dump export file takes even longer.


To perform a Logical Backup:
1. <Step>

2. <Step>

Database Server:  Scheduled Backups

This section describes the scheduled backups for Project ADAPT databases.  There are two backup schedules:  one is for production servers and the other is for development servers.

Backup Schedule A: Production Servers

The backup schedule of the production servers consists of a combination of daily Oracle database hot backups, nightly server file system backups, weekly Oracle database cold backups, and monthly logical backups.

· Nightly database backup as part of the server file system backup.  The database will be shutdown and inaccessible during this process.

· Tapes of nightly backups at fiscal month-end will be retained for five years.

· Tapes of nightly backups at fiscal year-end will be retained for 10 years.

· All other nightly backup tapes will be retained for 60 days.

· Daily hot backups using Oracle’s enterprise backup utility and the <Tape Management System> will be taken between noon and 1 p.m.  The database will be up and accessible during this process.

· Tapes of daily hot backups will be retained for 30 days.

To perform a Daily Backup:
1. <Step>

2. <Step>

· Weekly cold backups using Oracle’s Enterprise Backup Utility will be taken on Saturday prior to server file system backups.  The database will be shutdown and inaccessible during this process.

· Tapes of weekly cold backups will be retained for 40 days.

To perform a Weekly Backup:
1. <Step>

2. <Step>

· Monthly full database export will be performed on the third Friday of every month prior to server file system backups.  The database will be in RESTRICT mode and inaccessible during this process.

To perform a Monthly Backup:
1. <Step>

2. <Step>

Backup Schedule B: Development Servers

The backup schedule of the development servers consists only of nightly server file system backups.

Note: If a database is relatively small and the downtime window is large enough, you can recommend full nightly cold backups.

· Nightly database backup as part of the server file system backup. The database will be shutdown and inaccessible during this process.

· Nightly backup tapes will be retained for 60 days.

To perform a Nightly Backup:
1. <Step>

2. <Step>

Applications Tier

Forms Server:  Procedures

Forms Server:  Startup

This procedure 

Forms Server:  Shutdown

This procedure 

Forms Server:  Use

This procedure 

Forms Server: Backup

This procedure ..

Forms Server: Data Archive, Purge

This procedure ..

Forms Server:  Failure Scenarios and Responses

Note: Add additional Failure Scenarios as required.

<Failure Type>

This failure 

<Failure Type>

This failure 

Web Server:  Procedures

Web Server:  Startup

This procedure 

Web Server:  Shutdown

This procedure 

Web Server:  Use

This procedure 

Web Server:  Backup

This procedure 

Web Server:  Data Archive, Purge

This procedure 

Web Server: Failure Scenarios and Responses

Note: Add additional Failure Scenarios as required.

<Failure Type>

This failure 

<Failure Type>

This failure 

Desktop Client Tier

Client Browser:  Startup

This procedure 

Client Browser: Use

This procedure 

Client Browser:  Failure Scenarios and Responses

<Failure Type>

This failure 

<Failure Type>

This failure 

Security and Accounts Management

Procedures

Categories of Users

The development environment consists systems administrators, database administrators, Web developers, Oracle developers, Oracle Applications developers, and Oracle Applications users.

Users in the production environment comprise of the system operator, systems administrators, database administrators, and Oracle Applications users.  The production environment will also include production control users who will be responsible for submitting and tracking jobs.

The access of these classes of users is as follows:

· System Administrators:  access to all areas, primary responsibility for systems administration functions.

· Database Administrators:  access to database areas, primary responsibility for database administration functions.

· Web Developers:  access is restricted to Web development areas.

· Oracle Developers:  access is restricted to Oracle development areas.

· Oracle Applications Developers:  access is restricted to Oracle Application areas.

· Oracle Applications Users:  These consist of one classes of users who access Oracle Applications via the web.  Access for users are further restricted by job responsibilities.

Procedures for Adding, Deleting, and Updating Access to Operating System Accounts

In the production environment, requests to add, delete, or update operating system user accounts will be funneled through a central functional area via the submission a standard Web-accessible form be designed and made available to be filled out by an authorized client/agent.  After authenticating the request, the Help Desk will forward the requests to systems administrators who will perform the requested function on the desired systems upon receipt of the requisite forms. 

Systems administrators will inform the Help Desk upon completion of the requests.  The Help Desk will then communicate with the users.

Procedures for Requesting Access to Oracle Applications

In the development environment, access to Oracle Applications is requested by an authorized development Project Leader.  The request is made to Oracle DBAs via the web request web-form stating the user name and the required responsibilities.  In some cases the request may state the user name and the user profile (i.e. a “set up like [existing user]”).  The request, also, specifies the instances to which access is to be granted. Since, the development environment requires refreshes from one development environment to another, a user is added to all instances.  Access to non-requested instances is denied by making the user’s Effective-To-Date for these instances equal to the Effective-From-Date.

In the production environment, access to the production Oracle Application environment will be restricted and will be funneled through a central functional area (Help Desk) via the web request web-form stating the user name and the required responsibilities.  Required information includes the name of the requester, the authorizing client/agent identifier, the user name needing access, location, telephone number, department, job title, access time frame, access responsibilities (either delineated and/or in conjunction with “set up like [existing user]”.  The form is then be forwarded to the functional group responsible for granting access to the product Oracle Application. Upon completion of access setup, the central functional area (Help Desk) will be notified that the process has been completed and will then notify the requesting client/agent.

Database Server Accounts

Oracle database server accounts (schemas) are managed by Oracle database administrators.  Any requests to update these accounts is made by the database administrators to systems administrators.  A systems change request form via the change management system will be required for such changes on production systems.  Access to the database server accounts will be monitored in real-time and will be logged in reports produced by the system security administrator.

Oracle Application User Accounts

In the development environment, Oracle Applications users consist of database administrators, Oracle Application developers, and Oracle Applications users.  In the production environment, Oracle Applications users will only consist of database administrators and Oracle Applications users. 

Every Oracle Application user is assigned a unique id and password for accessing the Oracle Application to which access is to be granted.  Present standards require that the user id be set to the first character of the user’s first name followed by their complete last name.  No standard has yet been established for the maximum number of characters nor has a policy been devised to handle duplicate user ids resulting from like names.

User access to a particular Oracle Application is determined by the responsibilities assigned to the user and the Effective-From-Date and Effective-To-Date associated with the id. At present, only responsibilities pre-defined within the Oracle Application Product have been assigned.  The Oracle Application Product supports customization of responsibilities. This would allow creation of responsibilities that are appropriate for our production environment.  The decision of whether to do this and, if so, the recommended design and level of granularity should be, have not yet been taken.  The current design includes a proposal for a custom security module to limit access to particular tables.

Authentication and Password Standards

A: Server accounts

Every server account is assigned an initial password for the first login.  The password has to be changed during the first login.  Password standards require that the password be greater than six characters and include at least one numeric.  Passwords are set to expire after thirty days (there is a seven-day grace period).

A maximum of three attempts to login is allowed per session.  Superuser (root) logins are monitored in real-time.  The security administrator will track these in a daily log so that unauthorized activity can be detected promptly.

B: Oracle Application accounts

Every Oracle Application user is assigned an initial password valid for the first login when their user id is created in the Oracle Application.  Currently the password is always equal to the user id plus the number one appended to the end of the name. Upon initial login to the Oracle Application, the user will be required to change this password.  The password must be changed to something other than the initial password.  Password standards require that it must be more than four characters and less than 101 characters.

Password expiration can be activated to require users to change their passwords after a set period or after a set number of accesses.  In the current development environment the password expiration has not been activated as no policy has been established.  We recommend activating password expiration on the production systems to enhance security.

The present authentication process consists of the default password authentication of the Oracle Application.  Password authentication allows three consecutive login attempts. Subsequently, a message indicating that there have been too many failed password attempts is issued and the user is notified to contact their System Administrator for help.  This does not prevent the user from reopening the form and trying to again regain access.  Should the password still fail, the System Administrator may reset it.  The System Administrator does not have access to the user’s password other than at the initial creation of the user account.

The default authentication process can be enhanced by a front end security module. Such a front end process may precede the Oracle Application logon process or it may supersede the process entirely.  The need for such an enhancement has not yet been defined.

Protection Against Unauthorized Access

A: Unauthorized Access to Server Accounts

A combination of IP filters and TCP Wrappers is used in addition to password authentication to prevent access to servers by unauthorized users.

· IP Filters are a network-based solution of permitting or denying access to a system or network on the basis of requested IP address and services.  IP Filters reside on the network router.  They control what machines and services are accessed and by whom. As an example, a service such as a Web Server may be configured to be accessible from the Internet, whereas FTP and Telnet can be configured to only be accessible from within the Harvard domain.

· TCP Wrappers are a host-based solution, residing on each individual system, that permit or deny access to the system on the basis of IP address or domain name of the incoming request.  TCP Wrappers are similar in function to IP Filters in that they control from where and to what access should be allowed. In addition, TCP Wrappers log all traffic attempting to access that particular machine, something that is not provided by operating systems.  This will provide us with audit trails in the unlikely event of a security incident.

B: Unauthorized Access to Oracle Applications

The principal security challenges in distributed environments are: 

· Data integrity--ensuring that data is not modified during transmission

· Data privacy--ensuring that data is not disclosed during transmission

· Authentication--having confidence that users’, hosts’, and clients’ identities are correctly known 

· Authorization--giving permission to a user, programs, or processes, to access an object or set of objects 

The Advanced Networking Option, an add-on product to standard SQL*Net, provides secure communication capability to SQL*NET.  The Advanced Networking Option ensures data integrity through cryptographic checksums using the MD5 algorithm. It also ensures data privacy through encryption.  Also supported is 40-bit and 56-bit RSA RC4 algorithm as well as a 40-bit and 56-bit DES algorithm. Encryption and checksumming function independently of each other; encryption can be activated while checksumming is off, and vice versa. 

The Network Manager is used to configure all the parameters required to turn on the secure services of SQL*NET.  If you do not specify any values on the Server Encryption, Client Encryption, Server Checksum, or Client Checksum pages in Network Manager, the corresponding configuration parameters will not appear in the SQLNET.ORA file. However, the Advanced Networking Option defaults the value to ACCEPTED. 

Authorization and authentication are handled, in part, by procedures which prevent unauthorized access to the servers, as well as procedures which restrict user access to designated database objects.

System Auditing and Logging

Server logins and logouts, and changes from user to root are logged in /var/adm and are tracked by the operating system.  Database connections are logged in the TNS listener log.

	


	Warning:  Oracle includes an extensive auditing capability.  However, because auditing is resource intensive, it should be used only when suspicious activity is detected.


As yet, no decision has been taken on a system auditing and logging reporting strategy. 

Dial-up/Remote Access

Current policy is to disallow direct dial-up or remote access to the production Oracle Application environment.

Current remote access procedures and policies for the development environment will continue to apply to enable SOC personnel to support the production database(s).  Access is provided through dial-up to a UNIX server identified.  This server is not behind the firewall, but security is maintained by the system administrator assigning and monitoring user ids.  Upon successful login, ids with the proper authorization may telnet to other servers (development and production servers) which are behind the firewall.  Login access to the development and production systems is allowed via authorized, authenticated ids and passwords.  Access to the UNIX file systems and databases are further secured by permissions granted at the user id level.

Protection Against Viruses

Exposure to viruses is limited as the major source of virus entry‑mail‑is not enabled. Virus protect software is required on all Client Tier devices.

Communication of New Accounts

Note: Describe how new system accounts will be communicated to system users.

Tools

Note: Describe the tools that will be used for security and accounts management.

Failure Scenarios and Responses

Note: Describe the different failure scenarios and the response procedures.

User Access

If you use the normal login procedures and can not access the applications, you have a user access problem.

· UNIX login for new employees

· Password initiation expiration, and changes

· Oracle Application responsibility assignment

· Oracle Application report and form access through menu structure and SRS

· Oracle Application setup forms for super users and business analysts

User Profile

These types of issues relate to user profiles.

· Settings for default printer

· Menu Style

· Concurrent processing options (Number of copies, Default priority, Hold status)

· Application specific options

· Language for help and message text

Note: Add additional Failure Scenarios as required.

<Failure Type>

This failure 

<Failure Type>

This failure 

Hardware and Network Management

Procedures

Change Management Procedure

Note: Describe the procedures for managing changes to the hardware and networks.

Configuration Testing Procedure

Note: Describe the procedures for testing configurations.

Network Printers

Note: Describe the procedures needed for managing printers.

Tools

Note: Describe the tools that will be used for managing hardware and networks.

Failure Scenarios And Responses

Note: Add additional Failure Scenarios as required.

Describe the different failure scenarios and the response procedures.

<Failure Type>

This failure 

<Failure Type>

This failure 

Software Management

This section describes how the software should be managed.  This includes specifying which application files should be installed in which clients and which servers.  The specification describes how applications install should be run and any customizations to the standard installed result.

Procedures

Source Control Procedures

Note: Describe the source control procedures.

Configuration of Database Objects and Application Files

Note: Describe the configuration management procedures for database objects and application files.

Application Code Backups and Recovery

Note: Describe the procedures for backup and recovery of application code.

Operating System Code Backups and Recovery

Note: Describe the procedures for operating system code backup and recovery.

Patch Request Procedure

Note: Describe the patch request procedures.

Patch Testing Procedure

Note: Describe the procedures for testing and migration of patches.

Server Code Upgrade Procedure

Note: Describe server code upgrade procedures.

Client Code Upgrade Procedure

Note: Describe client code upgrade procedures.

Client Desktop Environment Standards

This section discusses the standard controlled user desktop environment for production client machines.

Supported Applications

Note: Update the table below to reflect the actual supported applications.  Refer to the software standards in the Architecture Requirements and Strategy (TA.010) document.

	Software Name
	Vendor
	Version
	Expected Use

	
	
	
	

	Microsoft Windows
	Microsoft
	Win2000
	Desktop Operating System

	Oracle Applications Web-Client
	Oracle
	13.5
	Access to business applications

	Word
	Microsoft
	9a
	Word Processing

	Excel
	Microsoft
	7c
	Spreadsheet

	PowerPoint
	Microsoft
	11b
	Presentation

	Project
	Microsoft
	10
	Project Management

	SmarTerm
	Persoft
	10.2
	Terminal Emulation 

	Antivirus
	Norton
	11.2
	Virus Protection

	Visio
	Shapeware
	9.2
	Flow Charting and Complex Diagramming

	
	
	
	

	
	
	
	


Installation of Personal Use Software 

The definition of personal use software or files includes the following:

· Games

· Screen Savers

· Screen Backgrounds

· Non-supported personal productivity software

Describe the policy on installing personal use software.

The policy on installation of the software is.. 

Standard Desktop Environment Installation

Describe the standard desktop installation procedure.

Tools

Describe the tools that will be used for software management.

Failure Scenarios And Responses

Describe the different failure scenarios and the response procedures.

Add additional Failure Scenarios as required.

<Failure Type>

This failure 

<Failure Type>

This failure 

Capacity Planning and Performance Management

Procedures

Describe the procedures for monitoring performance and proactive capacity planning.

Tools

Describe the tools that will be used for performance monitoring and capacity planning.

Failure Scenarios And Responses

Describe how "failures" arising from inadequate performance will be managed.

Add additional Failure Scenarios as required.

<Failure Type>

This failure 

<Failure Type>

This failure 

Open and Closed Issues for this Deliverable

Add open issues that you identify while writing or reviewing this document to the open issues section.  As you resolve issues, move them to the closed issues section and keep the issue ID the same.  Include an explanation of the resolution.

When this deliverable is complete, any open issues should be transferred to the project- or process-level Risk and Issue Log (PJM.CR.040) and managed using a project level Risk and Issue Form (PJM.CR.040).  In addition, the open items should remain in the open issues section of this deliverable, but flagged in the resolution column as being transferred.

Open Issues

	ID
	Issue
	Resolution
	Responsibility
	Target Date
	Impact Date

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Closed Issues

	ID
	Issue
	Resolution
	Responsibility
	Target Date
	Impact Date

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	





Overview of the Network and Server Operations Center     2 If  > 1 “3 of 9 =   - Sec1  
8
” “v” 
3 of 9 =   - Sec1  
8


<Subject> 
File Ref:  D-TA-150_SYSTEM_MANAGEMENT_PROCEDURES.doc     (v. DRAFT 1A )


_981303407.doc





